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Abstract— Fraud in global supply chains—especially in the automotive industry—continues to be a major 

concern, causing massive financial losses, damaging reputations, and disrupting operations. In response to 

this growing threat, our research presents a smart and practical solution: an AI-powered fraud detection system 

built to spot and stop fraud before it spreads. Using a combination of machine learning techniques like 

Random Forest, XGBoost, SVM, and Logistic Regression, the system can quickly identify unusual behavior, 

flag suspicious transactions, and detect fraud in real time. But detecting fraud isn’t enough—we also need to 

prevent it. That’s where blockchain comes in. By recording every transaction on a secure, tamper-proof digital 

ledger, we ensure that supply chain data stays transparent and trustworthy. This approach helps block 

counterfeit parts from entering the system and protects everyone involved—from suppliers to end customers. 

We’ve made this system scalable and easy to integrate into real-world businesses by deploying it via Hugging 

Face APIs, so companies can plug it right into their existing workflows. More than just a technical project, 

this solution offers a powerful entrepreneurial opportunity. It addresses a real, growing market need in supply 

chain security and offers a clear value proposition: reduce losses, building trust, and streamline risk 

management, with strong potential for commercialization, this innovation brings together engineering know-

how and business strategy. The system’s components—including its fraud detection models and blockchain 

design—are also eligible for intellectual property protection through patents or trade secrets. This gives 

aspiring founders a unique edge in the competitive industrial tech space. With the right partnerships, funding, 

and go-to-market strategy, this solution could power the next generation of tech startups focused on supply 

chain integrity and cybersecurity. 

Index Terms— Fraud Detection, Machine Learning, Supervised Learning, Blockchain, Supply Chain 

Security 

 

I. INTRODUCTION  

The global supply chain is a massive, interconnected web that brings together suppliers, manufacturers, 

logistics providers, and retailers—all working across borders to move goods and services efficiently. While 

this tightly woven system helps lower costs and improve delivery times, it also opens the door to serious risks: 

fraud, cyberattacks, and the spread of counterfeit products. As companies go digital and expand their global 

reach, fraudulent practices are becoming more sophisticated and harder to detect. In fact, the Association of 

Certified Fraud Examiners (ACFE) estimates that organizations worldwide lose about $4.5 trillion every year 

due to fraud, waste, and abuse within supply chains [1]. The 2024 PwC Global Economic Crime Survey echoes 

this concern, reporting that 47% of companies have faced supply chain fraud in the past two years, much of 

it involving cyber-enabled threats, costing businesses over $600 billion annually [2]. 

 

Fraud in supply chains comes in many forms: procurement scams, counterfeit products, cargo theft, cyber 

fraud, and false compliance documentation. Each one can damage businesses, disrupt operations, and erode 

customer trust. According to the OECD, counterfeit goods alone now account for 3.3% of global trade, 

totalling around $509 billion [3]. The automotive industry is especially vulnerable. Fake parts like airbags, 

brake pads, spark plugs, and other components not only lead to $45 billion in global losses annually but have 

also been tied to fatal accidents. These aren’t just economic threats—they’re safety hazards. Fraud is often 

facilitated by bribery, fake documents, and poor traceability systems that allow unverified or substandard 

products to slip through the cracks. 
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Among all these challenges, counterfeit auto parts stand out as one of the most urgent issues. Beyond the 

financial damage, these fake components can—and have—cost lives. A U.S. Federal Trade Commission (FTC) 

report linked counterfeit airbags to fatal crashes, underscoring the need for more effective fraud detection. In 

response, forward-thinking manufacturers are now using a combination of blockchain technology for 

traceability, AI-based anomaly detection, and RFID tracking to keep fake parts out of the system 

 

 

To address this growing threat head-on, our research proposes a hybrid solution that brings together machine 

learning and blockchain technology. By applying powerful models such as Random Forest, XGBoost, and 

SVM, our system can sift through large amounts of transactional data to detect irregularities and suspicious 

behavior in real time. The blockchain layer ensures that every component’s journey through the supply chain 

is securely logged, tamper-proof, and fully transparent. 

What makes this effort especially timely is the surge in entrepreneurial interest around AI and blockchain, 

particularly in sectors like automotive and logistics [31][32]. These technologies aren’t just tools for 

detection—they’re launching pads for innovation. Drawing inspiration from the Lean Startup methodology 

[33] and real-world examples of AI-powered ventures [34], this research positions fraud detection not just as a 

technical challenge, but as a business opportunity. 

 

In short, this study doesn’t just aim to prove how AI and blockchain can fight fraud—it also highlights how 

this approach can fuel the next wave of tech-driven entrepreneurship. The solution improves supply chain 

resilience, protects consumers, and opens the door for scalable, impactful ventures in one of the world’s most 

critical industries. 

 

II. LITERATURE REVIEW 

The automotive supply chain is a vast, globally connected system involving manufacturers, suppliers, 

logistics partners, and retailers. With so many players in the mix, ensuring transparency, security, and the 

authenticity of parts is critical—not just for smooth operations, but for public safety too. Over the years, the 

industry has faced persistent issues like counterfeit components, rigged procurement processes, fake contracts, 

and violations of regulatory standards. While traditional tools like barcodes, ERP systems, and manual audits 

have helped, they simply haven’t kept up with the pace and complexity of fraud in today’s digitized world. 

This gap has created a strong opportunity for entrepreneurs to step in with newer technologies like blockchain 

and AI [31]. 

 

Blockchain stands out as a powerful tool for building trust and traceability in supply chains. Its decentralized, 

tamper-proof ledger records every transaction in real time, offering a clear, unchangeable trail of where each 

part comes from and how it moves through the system. Research by Esfandiari (2022) [6] shows how 

blockchain adoption in the Mexican automotive sector helped reduce fraud by strengthening transparency and 

safety between stakeholders. Platforms like Ethereum also bring in the use of smart contracts, which can 

automate supplier certification checks, enforce quality standards, and even process payments—minimizing 

the need for manual verification [7]. Of course, challenges remain. For startups and small companies 

especially, blockchain adoption can be expensive and technically demanding. Resistance to change from 

established players is another hurdle [32]. 

 

When it comes to detecting fraud in vehicle verification systems—like fake car registrations or tampered grant 

documents—rule-based logic systems have shown promise, especially when labelled data for training AI is 

hard to find [8]. These systems use preset rules to catch inconsistencies. But they work even better when 

combined with AI. Machine learning models, including decision trees, neural networks, and ensemble 

techniques, have proven more flexible and accurate in identifying shifting fraud patterns [11]. These AI tools 

don’t just catch fraud after it happens—they predict and prevent it in real time, offering real value to 

businesses and innovators in the automotive space. 

 

 

Blockchain’s impact is also reaching beyond manufacturing and logistics into areas like car-sharing, identity 

verification, and consumer vehicle services. Technologies like Self-Sovereign Identity (SSI) and 

Decentralized Identifiers (DIDs) allow for secure data exchanges between users, providers, and verifiers. This 

can help prevent identity-based fraud in systems like EV charging or vehicle rental platforms [9]. These cases 
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aren’t just cool they represent real business opportunities, especially in the fast-growing B2B and B2C auto 

service markets. 

 

With e-commerce and online procurement rising sharply, so too are fraud-related risks. That’s why businesses 

are increasingly turning to AI-driven fraud detection tools that combine deep industry knowledge with smart 

algorithms. Research shows that blending supervised learning (which learns from past fraud cases) with 

unsupervised techniques (which catch new, unknown patterns) leads to better fraud detection overall [11, 34]. 

Still, developing sustainable business models around this tech isn’t easy. According to [33], startups need to 

stay lean, test fast, and respond to user feedback quickly—especially in regulated sectors like automotive 

 

Finally, several researchers [31, 34] stress the value of bringing together engineering, business, and 

technology disciplines to tackle fraud at scale. This kind of cross-disciplinary innovation opens doors for new 

ventures focused on AI-powered risk mitigation, SaaS fraud analytics, and blockchain-secured supply chain 

platforms. These solutions also offer strong potential for intellectual property protection, strategic 

partnerships, and large-scale market growth. 

 

III. PROPOSED WORK 

In this study, we propose a multi-faceted approach to detect fraud in global supply chains using AI and 

predictive analytics. Our methodology is structured into key stages, each addressing fraud detection at different 

points in the supply chain. The approach integrates data collection, machine learning techniques, blockchain-

based ledger implementation, and anomaly detection mechanisms to ensure a robust fraud detection system 

 

 

A. Data Pre-Processing 

To develop an effective fraud detection system, data is collected from both customer and seller sides, focusing 

on behavioral patterns, transaction histories, and supply chain transparency. 

On the customer side, data sources include transaction records (timestamps, payment methods, and pricing), 

return requests (frequency, reasons, and defects), customer complaints (refund requests due to false claims), 

and account metadata (historical transaction trends). These datasets are obtained through e-commerce 

platform integration, web scraping for external review analysis, historical customer interaction mining, and 

direct payment gateway data ingestion. This multi-faceted approach helps identify fraudulent activities such 

as return abuse, unauthorized chargebacks, and false refund claims. 

On the seller and manufacturer side, data is gathered to ensure product authenticity and detect fraudulent 

practices like counterfeiting, price manipulation, and fake order fulfillment. Sources include inventory and 

shipping data (order fulfillment records, stock levels, and shipping logs), supplier reports (product origin and 

transaction details), product authenticity checks (batch numbers, certifications, and warranty claims), and 

pricing trends (sudden drops, abnormal discounts, and historical pricing). Collection methods involve ERP 

system integrations, blockchain-based verification, logistics and supply chain data ingestion, and 

crowdsourced validation from customers and auditors. By analyzing seller-side data, the system prevents 

fraudulent product listings and ensures supply chain integrity. 
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B. Data Pre-Processing 

Once collected, the raw data undergoes extensive pre-processing to remove inconsistencies, enhance integrity, 

and extract meaningful features that improve the AI model's fraud detection capabilities. Missing values are 

handled using techniques such as mean or mode imputation and predictive modeling to ensure data 

completeness. Duplicate records are identified and removed to prevent biases that could affect model 

performance. Categorical variables, such as text-based data, are converted into numerical formats using one-

hot encoding and word embeddings, making them compatible with machine learning algorithms. Additionally, 

scaling and normalization techniques, including Min-Max scaling and Z-score normalization, are applied to 

standardize data across different variables and maintain consistency. Feature engineering is then performed 

to extract relevant insights that enhance fraud detection accuracy. Behavioral features are derived by analyzing 

customer purchase and return habits to detect irregular patterns. Temporal features are extracted through time-

series analysis, identifying trends such as sudden spikes in return requests that may indicate fraudulent 

activity. Transactional features, including order frequency, payment methods, and refund behaviors, are 

examined to uncover anomalies and suspicious activities. Finally, anomaly scores are assigned to transactions 

based on deviations from normal purchasing behaviors and past instances of fraudulent activity, allowing for 

a more robust fraud detection mechanism. 

 

C. Implementation 

The implementation of the fraud detection system involves the integration of multiple technologies, 

including machine learning, natural language processing, blockchain, and cloud-based solutions, to develop 

a robust and efficient fraud identification framework. The system leverages machine learning algorithms, such 

as Logistic Regression, Random Forest, XGBoost, and Support Vector Machines (SVM), trained on labeled 

datasets to differentiate between fraudulent and non-fraudulent transactions. These models analyze transaction 

records, return patterns, and behavioral anomalies to predict potential fraud with high accuracy. Additionally, 

deep learning frameworks like PyTorch and Hugging Face's transformer models are utilized for fraud-related 

text analysis, enabling the system to detect deceptive customer reviews and fraudulent claims using natural 

language processing techniques. 

 

The system's model is built using Python-based machine learning libraries such as scikit-learn, XGBoost, 

and pandas for data manipulation and model training. These libraries facilitate efficient preprocessing, feature 

extraction, and model evaluation using tools like confusion matrices and classification reports. The fraud 

detection component also incorporates NumPy for numerical computations and Pickle for model serialization, 

ensuring seamless deployment and reuse of trained models. Visualization tools such as Matplotlib and 

WordCloud help represent fraud trends, feature distributions, and textual fraud patterns extracted from 

customer interactions. 

 

For the cloud-based development environment, Jupyter Notebook and Google Colab are used to streamline 

interactive coding, model training, and real-time analysis. The system also integrates React for the front-end 

interface, enabling a user-friendly e-commerce prototype where fraud detection mechanisms are seamlessly 

embedded. The Hugging Face API and Gradio facilitate real-time fraud detection inference, allowing users to 

interact with the system and verify suspicious activities effectively. 

 

Blockchain technology plays a critical role in ensuring product authenticity and preventing supply chain 

fraud. The implementation involves a permissioned blockchain network where manufacturers generate unique 

QR codes for each product. These QR codes are linked to immutable blockchain records containing product 

details such as serial numbers, manufacturer information, and historical transactions. Upon receiving a 

product, buyers can scan the QR code to retrieve the product’s blockchain data, verifying its authenticity and 

ensuring that no tampering has occurred during the supply chain process. This approach enhances 

transparency and security by preventing counterfeit products, price manipulation, and fraudulent order 

fulfillment. 

 

The blockchain network is developed using Solidity smart contracts, deployed on a Ganache test network 

for safe and efficient prototyping. These smart contracts automate business rules and transactions, ensuring 

that only verified participants, such as manufacturers, sellers, and buyers, can interact with the system. The 

Ganache interface provides a visual representation of blockchain transactions, enabling real-time tracking of 

product movements and ensuring that all interactions are securely recorded. 
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Additionally, the fraud detection system incorporates a Generative AI-powered module to analyze 

customer reviews and detect fraudulent activities. Using advanced natural language processing models, the 

system can understand context, sentiment, and linguistic nuances to identify deceptive reviews and false 

claims. This component strengthens the fraud detection mechanism by flagging suspicious customer 

interactions that traditional rule-based methods might overlook. 

 

Overall, the implementation of this fraud detection system combines machine learning, blockchain, cloud 

computing, and generative AI to provide a scalable, transparent, and highly accurate fraud identification 

framework. The integration of QR-based authentication, smart contracts, and AI-driven analysis ensures that 

both customers and sellers are protected from fraudulent activities, making e-commerce transactions more 

secure and trustworthy. 

 

 

D. Prototype & Testing 

The prototype provides distinct functionalities for both buyers and sellers, ensuring a secure and fraud-free 

transaction environment. Buyers can log in to their accounts, browse products, and place orders, with each 

transaction being evaluated for potential fraud using machine learning models. The seller fraud detection 

model assesses whether a product listing is fraudulent based on account metrics and past transaction behavior. 

Additionally, sentiment analysis is performed on customer reviews to detect manipulated or deceptive 

feedback, further improving fraud detection accuracy. Buyers are also provided with a QR code scanning 

feature that retrieves product authenticity details from the blockchain, ensuring that purchased items are 

genuine and have not been tampered with. Sellers, on the other hand, have access to a dashboard where they 

can manage their product listings and monitor incoming orders. The system uses a buyer fraud detection 

model to analyze metrics such as return-to-order ratios, VPN usage, account age, and transaction history, 

allowing sellers to make informed decisions about potential fraudulent buyers. This helps prevent abuse of 

return policies, fake claims, and unauthorized chargebacks. Blockchain authentication is a critical component 

of the prototype, ensuring the integrity of product listings. Each product is assigned a unique QR code linked 

to a blockchain ledger that contains manufacturer details and product history. This immutable ledger allows 

buyers to verify a product’s authenticity simply by scanning the QR code, adding an additional layer of trust 

to online purchases. 

To ensure the reliability and efficiency of the fraud detection system, extensive testing was conducted at 

various stages of development. The testing process involved data validation, model accuracy assessments, 

integration testing, and blockchain verification. 

 

The initial phase of testing focused on data preprocessing and model training. The dataset sourced from 

Deloitte was cleaned, normalized, and structured to eliminate inconsistencies and missing values. Key fraud 

detection metrics were identified for both buyer and seller fraud detection models. Feature engineering was 

performed to transform raw data into meaningful indicators, enhancing model performance. Multiple machine 

learning algorithms, including Logistic Regression, Decision Tree, Random Forest, SVM, XGBoost, and 

Gradient Boosting, were evaluated, with Random Forest emerging as the optimal choice due to its high 

accuracy and robustness against overfitting. Hyperparameter tuning was carried out to fine-tune the model’s 

precision and recall, ensuring a balanced trade-off between false positives and false negatives. 

 

The integration of machine learning models into the web application was tested through API calls to 

Hugging Face, verifying the models’ ability to process real-time fraud detection requests. Functional tests 

were conducted to ensure that fraud detection predictions were accurate and provided timely feedback to 

users. The sentiment analysis model was validated using a dataset of authentic and fraudulent reviews, 

confirming its ability to detect manipulated sentiments that might indicate fraudulent activity. 

 

Blockchain implementation was tested to verify the immutability and accessibility of product authentication 

records. The QR code functionality was examined to ensure seamless retrieval of product details from the 

blockchain ledger. Load testing was conducted to evaluate the scalability of the blockchain system under high 

transaction volumes, ensuring that product authentication remained efficient even with multiple concurrent 

verifications 
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Overall, the prototype and testing phase successfully demonstrated the system’s ability to detect fraudulent 

activities and verify product authenticity in real-time. By integrating machine learning for fraud detection and 

blockchain for transparency, the system offers a scalable and practical solution to combating fraud in e-

commerce transactions. 

Figure 2. Customer Side Fraud Detectio 

IV. RESULTS AND DISCUSSION 

The experimental procedure includes the following steps: organizing the experiment, preparing the code, 

training the model, evaluating and testing it, and comparing the findings. 

 

A. Experimental Setup 

The training environment utilized Google Colab, leveraging its T4 GPU for training. 

The performance of various machine learning models was evaluated to determine the most effective fraud 

detection algorithm. The models were assessed based on key performance metrics, including accuracy, 

precision, recall, and F1-score. Among the tested models—Random Forest, Logistic Regression, Gradient 

Boosting, XGBoost, and Support Vector Machine (SVM)—the Random Forest classifier demonstrated the 

highest overall performance, making it the optimal choice for fraud detection. 

 

The Random Forest model achieved an accuracy of 95.41%, indicating its ability to correctly classify 

fraudulent and non-fraudulent transactions with high reliability. The precision of 95.77% highlights the 

model’s effectiveness in minimizing false positives, ensuring that legitimate users are not mistakenly flagged 

as fraudulent. Additionally, the recall score of 89.86% reflects the model’s ability to correctly identify 

fraudulent cases, reducing the likelihood of undetected fraud. The F1-score of 92.81% balances precision and 

recall, confirming the model's robustness and efficiency in handling fraud detection tasks. 

 

Comparatively, while other models such as XGBoost (92.37% accuracy) and Gradient Boosting (91.40% 

accuracy) also performed well, they fell slightly behind Random Forest in terms of overall performance. 

Logistic Regression exhibited the lowest accuracy (89.13%) and recall (76.55%), making it less effective in 

identifying fraudulent transactions. SVM achieved a respectable accuracy of 92.1%, but its recall score 

(84.83%) was lower than that of Random Forest, indicating a higher risk of missing fraudulent cases. 

 

The results suggest that ensemble-based models, particularly Random Forest, excel in fraud detection due to 

their ability to capture complex patterns and interactions within the data. The superior performance of Random 

Forest can be attributed to its robust feature selection process and ability to handle imbalanced datasets 

effectively. 

 

Overall, the findings confirm that the proposed fraud detection system, powered by the Random Forest model, 

provides a highly accurate and efficient solution for identifying fraudulent activities in online transactions. 

The model’s strong performance in precision and recall ensures a balanced approach, minimizing both false 

positives and false negatives, which is crucial for real-world fraud prevention applications. 
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Table 1. Seller Side Metrics 

 

 

 

 

 

 

 

 

 

 

 

 

Table 2. Customer Side Metrics 

 

 

GenAI-powered fraud detection leverages advanced natural language processing (NLP) techniques and 

cutting-edge generative AI models to identify fraudulent or deceptive customer reviews. This innovative 

approach goes beyond traditional rule-based or statistical methods by deeply understanding the nuances, 

context, and linguistic subtleties of written language. QR codes are generated to uniquely identify products, 

linking them to their blockchain records. This integration enhances traceability and user accessibility, 

allowing for easy verification of product authenticity. 

 

 
Figure 3. Ganache Based Blockchain Implementation 

 

 

Model Accuracy Precision Recall F1 

Score 

Random 

Forest 

95.41% 95.77% 89.86% 92.81% 

Logistic 

Regression 

89.13% 91.69% 76.55% 90.85% 

Gradient 

Boosting 

91.40% 95.74% 89.86% 92.70% 

XGBoost 92.37% 95.71% 89.79% 92.60% 

Support 

Vector 

Machine 

92.1% 91.8% 84.83% 92.7% 

Model Accuracy Precision Recall F1 

Score 

Random 

Forest 

96% 95.6% 72.9% 83% 

Neural 

Network 

89.13% 91.69% 76.55% 90.85% 

kNN 91.40% 95.74% 89.86% 92.70% 
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V. CONCLUSION 

This study puts forward a powerful and timely solution to one of the biggest challenges facing the automotive 

industry today: fraud in the supply chain. By combining a Random Forest-based machine learning model 

with the security of blockchain technology, the system offers a smart, two-layered defense. On one hand, it 

uses AI to predict and detect fraudulent activity with high accuracy. On the other, it ensures that all 

transactions are recorded in a secure, tamper-proof way—critical in high-risk, tightly regulated industries like 

automotive manufacturing and logistics. 

But this project isn’t just technically impressive—it also has real entrepreneurial promise. The development 

of a working e-commerce prototype shows that the solution isn’t just theoretical; it’s ready to be used in real 

business environments. Its design is both holistic and practical, covering everything from fraud detection to 

traceability and scalable deployment. That makes it highly relevant in a world where companies are looking 

for smarter, safer ways to manage global supply chains. 

What makes this even more exciting is how well it aligns with current trends in AI entrepreneurship [31], 

lean innovation practices [33], and cross-disciplinary tech ventures [34]. In short, this project isn’t just 

solving a problem—it’s opening the door to a new business opportunity. With its strong value proposition for 

manufacturers, suppliers, and logistics providers, this solution has the potential to scale, attract investment, 

and make a meaningful impact on global supply chain security. 
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