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Abstract:

Counterfeit medicines represent a significant threat to public health and global economic stability,
with serious consequences for patients and healthcare systems. Traditional pharmaceutical supply
chains often lack transparency and traceability, making it difficult to verify the authenticity of
drugs and prevent the circulation of counterfeit products. This paper investigates the use of
blockchain technology as a solution to enhance security, transparency, and trust within the
pharmaceutical industry. By leveraging the decentralized, immutable, and transparent nature of
blockchain, along with QR code-based product identification, the proposed system ensures that
every transaction and movement of pharmaceutical products is securely recorded from production
to end-user. The implementation of a decentralized application (Dapp) on the Ethereum blockchain
allows peer-to-peer interactions between manufacturers and consumers, reducing reliance on
intermediaries and minimizing the risk of counterfeit drugs entering the supply chain. Our analysis,
supported by literature review and case study assessments, demonstrates improvements in
traceability, regulatory compliance, and consumer confidence. The system provides instant access
to product information, enhances the authenticity of medicines, and offers a scalable approach to
safeguarding public health. Overall, blockchain emerges as a powerful tool to address the
pervasive issue of counterfeit drugs while promoting transparency, security, and accountability in
the pharmaceutical supply chain.
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I. Introduction
The pharmaceutical industry faces a serious global challenge: the proliferation of counterfeit drugs,
which threatens public health and undermines economic stability. According to the World Health
Organization (WHO), approximately 10% of medical products in low- and middle-income
countries are either substandard or falsified, resulting in millions of lives at risk and substantial
financial losses for healthcare systems and legitimate manufacturers. Counterfeit medicines not
only endanger patients but also increase therapeutic failures, drug resistance, and mortality, while
generating a thriving illegal market estimated to be worth over $200 billion annually.
Traditional methods of tracking and verifying pharmaceutical products have proven inadequate
against sophisticated counterfeit operations. Emerging technologies like RFID, loT, Al, and QR
codes have helped detect counterfeit products, but they often rely on network infrastructure or
require human intervention. Blockchain technology, with its unique features of decentralization,
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immutability, transparency, and cryptographic security, offers a promising solution. By
maintaining a tamper-proof and distributed ledger of all transactions, blockchain ensures secure
traceability from manufacturing to consumer delivery. Smart contracts on the blockchain can
automate verification processes, immediately flagging counterfeit or suspicious products.

This paper proposes a blockchain-based system integrated with QR codes to enhance
pharmaceutical supply chain security. Consumers can instantly verify product authenticity by
scanning QR codes linked to the blockchain, while manufacturers and other stakeholders benefit
from transparent, immutable records. A decentralized application (Dapp) on the Ethereum
blockchain enables peer-to-peer interactions, reducing dependence on intermediaries and
minimizing counterfeit risks. Through improved traceability, transparency, and regulatory
compliance, this system aims to safeguard public health, maintain consumer trust, and protect the
economic integrity of the pharmaceutical industry.

In conclusion, blockchain represents a transformative tool for combating counterfeit drugs,
offering a secure, transparent, and efficient solution for tracking and verifying pharmaceutical
products throughout their supply chain.

Il. Literature Review
Blockchain has gained significant attention in the pharmaceutical sector due to its decentralized,

immutable, and transparent nature, making it a promising tool for combating counterfeit drugs.
Numerous studies have explored blockchain’s potential to secure supply chains, improve
traceability, and enhance consumer trust. Despite the promising applications, challenges such as
scalability, inclusion of all stakeholders, and integration with complementary technologies remain.
This section summarizes the current literature on blockchain-based anti-counterfeiting solutions,
emerging technologies, and hybrid models in the pharmaceutical industry.

A. Blockchain Fundamentals & Security Challenges

Blockchain relies on cryptographic security and decentralized consensus to maintain tamper-
evident records of transactions. In the pharmaceutical context, blockchain ensures that drug
movement from manufacturer to consumer is recorded immutably, preventing unauthorized
changes. Several studies, including those by Chen et al. and Bhardwaj, highlight blockchain’s
capability to enhance transparency and integrity of supply chain data. However, limitations include
scalability issues when storing large amounts of product data, reliance on manufacturer nodes, and
incomplete inclusion of stakeholders such as hospitals and doctors. Approaches like integrating
IPFS for distributed storage and employing hybrid or branched blockchain architectures have been
suggested to address these challenges.

B. Blockchain in Pharmaceutical Supply Chain & Anti-Counterfeiting
Blockchain has been widely studied as a solution for drug traceability and counterfeit prevention.

e Zhu et al. proposed a PBFT-based blockchain system with drug-specific IDs to enhance
supply chain transparency.

e Musamih et al. combined blockchain, IPFS, and smart contracts for real-time tracking of
pharmaceuticals, improving traceability.
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e Cao et al. (BE-AC system) implemented decentralized identity authentication and
advanced digital signatures to secure drug information.

e Islam and Islam focused on production and distribution phases to maintain immutable
records and prevent counterfeit drugs.

e Nawaz et al. utilized Hyperledger Sawtooth for real-time tracking, emphasizing security
and operational efficiency.

These studies demonstrate that blockchain can reduce counterfeit penetration, but effective
implementation requires comprehensive stakeholder integration, including regulators, distributors,
and healthcare providers.

C. Integration with Emerging Technologies

To further enhance anti-counterfeiting measures, blockchain has been integrated with
complementary technologies:

e QR Codes: Enable consumers to instantly verify product authenticity linked to the
blockchain (Veronica et al.).

e Al & Machine Learning: Detect counterfeit products using image and text recognition
techniques (Daoud et al., Roy et al.).

e RFID & NFC: Facilitate real-time detection of counterfeit goods at the point of purchase
(Saeed et al., Khalil et al.).

These integrations improve accuracy, efficiency, and consumer-level accessibility, making
blockchain-based systems more practical and robust.

D. Observations and Trends

e Current supply chains often lack visibility and data sharing between manufacturers,
distributors, and regulators.

e Blockchain’s shared ledgers, smart contracts, and consensus mechanisms enable
decentralized, transparent, and secure traceability.

e Integrating blockchain with QR codes, IPFS, and Al addresses data storage, verification,
and detection challenges.

e Despite significant advancements, scalability, computational requirements, and full
stakeholder participation remain areas needing improvement.

I11. Proposed Methodology

The proposed Blockchain-based Pharmaceutical Product Verification System is designed to ensure
authenticity, traceability, and safety of medical products. The system is implemented as a
decentralized application (Dapp) on the Ethereum blockchain and integrates QR codes to allow
consumers and stakeholders to track product history from the manufacturer to the end user. The

IJEDR2504117 | International Journal of Engineering Development and Research (www.ijedr.org)  |854



http://www.ijedr.org/

ISSN: 2321-9939 | ©IJEDR 2025 October 2025, Volume 13, Issue 4 | www.ijedr.org

system involves three primary modules: Manufacturer, Supplier, and Consumer, each playing a
critical role in ensuring product integrity and transparency.

Module 1 — Manufacturer:

The manufacturer is responsible for registering products on the system. Once registered, product
details such as batch number, manufacturing date, and unique serial ID are entered into the
blockchain ledger, ensuring an immutable record. A unique QR code is generated for each product,
which will be used to track its journey. The manufacturer places the QR code on the product
packaging before distribution, providing a secure and verifiable origin.

Module 2 — Supplier:

The supplier scans the QR code when receiving products from the manufacturer and updates the
system with details such as date of receipt, date of sale, and inventory status. This step ensures that
every product movement is recorded on the blockchain, preventing tampering or fraud during
distribution. Suppliers act as the intermediate validators in the supply chain, maintaining
transparency and accurate tracking.

Module 3 — Consumer:

The consumer can scan the QR code on the product to verify its authenticity and trace the product’s
history from the manufacturer to the point of sale. If the product information matches the
blockchain records, it is considered genuine; otherwise, it is flagged as counterfeit. This empowers
consumers to verify products independently, increasing trust and reducing the risk of consuming
fake pharmaceuticals.
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Figure: Proposed System Architecture
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IVV. Results and Discussion

The Medi Ledger is a blockchain-powered platform that enhances medicine traceability across the
pharmaceutical supply chain. It creates an immutable record of transactions, preventing data
tampering and reducing counterfeit risks. Real-time tracking ensures transparency and timely
delivery. Verified digital identities improve accountability among stakeholders. Its decentralized
design strengthens security and system reliability. Overall, Medi Ledger offers a secure and
efficient solution for managing drug distribution.

V. Conclusion and Future Scope

Conclusion:

Blockchain technology offers a promising solution to combat counterfeit drugs in the
pharmaceutical supply chain. By implementing a decentralized application (Dapp) on the
Ethereum blockchain, the system ensures secure, transparent, and tamper-proof tracking of
pharmaceutical products from manufacturers to end-users. The use of smart contracts guarantees
privacy, data integrity, immutability, high availability, and real-time drug tracing, while also
supporting demand-supply management. The integration of QR codes allows consumers to verify
the authenticity and history of products easily, boosting confidence among all stakeholders and
protecting both users and manufacturers. Overall, the proposed system demonstrates significant
potential in reducing counterfeit incidences, enhancing regulatory compliance, and maintaining
brand reputation.

Future Scope:

Future research can focus on further strengthening counterfeit detection and supply chain
monitoring using advanced analytics and artificial intelligence (Al). Predictive machine learning
models can be developed to analyze large datasets from blockchain transactions and external
sources, helping to identify fraudulent activity and forecast counterfeit trends. Real-time
monitoring systems integrated with Al can proactively detect anomalies and prevent counterfeit
products from entering the supply chain. This approach will serve as a robust, proactive defense,
ensuring that pharmaceutical distribution networks remain safe, efficient, and secure globally.
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