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ABSTRACT 

 

‘A Study of Mobile Device Users’ Susceptibility to Phishing Attacks’, This present research paper will try 

to find out that while mobile phones are making it easier for parties to perform their tasks, at the same time, 

parties are also facing cyber attacks every day. If there is no knowledge of the complete software of the mobile, 

then it will be difficult to stop cyber attacks from mobile. Smaller screens and faster, less attentive interaction 

styles make mobile users more vulnerable. Phishing emails can hit an organisation of any size and type. You 

might get caught up in a mass campaign (where emails are sent indiscriminately to millions of inboxes), or it 

could be the first step in a targeted attack against your company, Phishing simulations can also create legal 

risk. Since no one can be expected to spot all phishing emails, punishing people for clicking on emails you've 

sent starts to resemble entrapment. For this reason, you should always check with your HR department before 

undertaking any phishing simulations 
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1. BACKDROP 

The mobile security battle is daunting in terms of volume and complexity. Artificial Intelligence is emerging as 

a key weapon to discern security anomalies in vast amounts of data. It can help surface and remediate malware 

incidents or recommend actions to meet regulatory requirements from a central dashboard. Mobile devices are 

small portable digital mechanisms such as phones or tablets that provide access to the web, apps, and other 

software. A portable computing device that: has a small form factor such that it can easily be carried by a 

single individual  is designed to operate without a physical connection,possesses local, non-removable data 

storage; and is powered-on for extended periods of time with a self-contained power source 

 

Mobile operating systems present a graphical display of buttons, icons, windows, and tiles that you can touch 

or interact with to perform various tasks. Mobile operating systems also manage the hardware of mobiles and 

makes it possible for smartphones, tablets, and wearables to run apps. The resolution of the phone screen is 

crucial for an immersive and visually satisfying user experience. The higher pixel density ensures sharper and 

more detailed visuals, making text, images, and videos appear crisp and vibrant. Whether you're engrossed in 

viewing multimedia content, playing games, or engaging with applications, a high-resolution screen enhances 
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clarity, color accuracy, and overall display quality, providing users with a more enjoyable and visually 

appealing interaction with their device. 

 

 

 
 

 

1.1. Mobile operating systems 

 

 

Mobile technology is technology that goes where the user goes. It consists of portable two-way 

communications devices, computing devices and the networking technology that connects them Mobile 

devices can include a wide range of features and capabilities. Many also offer performance on par with desktop 

computers. In addition, mobile devices can come in a variety of shapes and sizes, with form factors determined 

by the vendor. Regardless of their shape, however, they must still be portable enough for individual users to 

carry them around. Currently, mobile technology is typified by internet-enabled devices like smartphones, 

tablets and watches. These are the latest in a progression that includes two-way pagers, notebook computers, 

mobile telephones (flip phones), GPS-navigation devices and more As mobile technology is deployed, 

organizations look to enterprise mobility management solutions to configure devices and apps; track device 

usage and inventories; control and protect data; and support and troubleshoot issues. The mobile device is 

essentially a portable, handheld computer that enables users to access information, perform tasks and connect 

with other people and devices. Although the mobile device concept might seem to include any electronic 

device small enough to be carried around, the term implies wireless communications and the capacity for 

general mobile computing, along with other features. 
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1.2. Mobile technology and Features 

 

 

2.  LITERATURE REVIEW 

Althobaiti et al. explores the "human factor" through the lens of demographics and self-efficacy. Their studies 

found a paradoxical trend: users who rate themselves as "tech-savvy" are often more susceptible to 

sophisticated mobile phishing. This overconfidence bias leads them to ignore subtle red flags that less 

confident users might pause to question. They also noted that younger users, while more familiar with the tech, 

are often more susceptible due to a higher volume of app installations and social media engagement.  

 

Collins (2025) recently expanded this field by developing a Phishing Risk Exposure Taxonomy, specifically 

looking at how "cognitive load" in professional environments (like healthcare) makes mobile users even more 

prone to error. 

 

Chiew et al. emphasize that phishing is fundamentally a behavioral vulnerability, reinforcing Sylvester’s claim 

that technological filters alone are insufficient. 

 

Current Consensus: Technical solutions (like filters) are failing to keep up with AI. Therefore, the "Human 

Firewall"—improving user psychological resilience and "threat mindfulness"—is the primary recommendation 

of modern computer science literature. 

 

Generative AI has changed the landscape. Traditional "red flags" like poor grammar or spelling are being 

eliminated by AI-generated phishing templates. 

 

Sylvester (2022) investigates the behavioral and psychological drivers behind the increasing vulnerability of 

mobile users to phishing, a gap often left unaddressed by purely technical security measures. Utilizing the 

Technology Threat Avoidance Theory, the study asserts that a user’s motivation to avoid phishing is directly 

tied to their perceived 

 

Sheng et al. frequently discuss demographic vulnerability, noting that younger users (18–25) are often more 

susceptible due to overconfidence in their web expertise. 

Vishwanath et al. have been instrumental in shifting the focus toward Cognitive-Affective models. Their 

research suggests that mobile users are often in a "habitual" state of mind. They argue that because we use our 

phones for quick, frequent bursts of communication, we rely on heuristic processing (mental shortcuts) rather 

than systematic thinking. This makes us significantly more likely to fall for "urgent" or "fear-based" phishing 

lures because the mobile interface encourages speed over scrutiny. 

http://www.jaafr.org/
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Wankhede, Choudhary, and Mangrulkar (2025) and earlier frameworks by Liang and Xue emphasize that 

susceptibility is not just about a lack of software, but a cognitive process. The TTAT framework breaks down 

susceptibility into: 

 

-Perceived Susceptibility: Does the user believe they are a likely target? 

-Perceived Severity: Does the user understand how much damage a leak could cause? 

-Self-Efficacy: Does the user feel they have the skills to identify a fake link? 

-Coping Appraisal: The user’s evaluation of whether "avoidance behaviors" (like checking a URL) are worth 

the effort versus the "cost" of time and convenience. 

 

3. RESEARCH METHODOLOGY 

 

‘A Study of Mobile Device Users’ Susceptibility to Phishing Attacks’, To do this research paper, both 

primary and secondary data will be used so that accurate results can be obtained and for this, help of internet 

mobile company customers and legal rules of the government will be taken.Researching why mobile users fall 

for phishing requires a blend of behavioral science and technical analysis. Because mobile interfaces are 

smaller and users are often distracted while on the go, the methodology must account for both the human 

element and the unique limitations of the device. The study typically adopts a quantitative or mixed-methods 

approach to measure susceptibility levels and identify risk factors. Research methodology is the systematic, 

theoretical analysis of the methods applied to a field of study. Think of it as the blueprint of your research: it 

doesn’t just describe what you did, but explains why you chose those specific paths to reach your conclusions. 

Using a combination of primary and secondary data is often considered the "gold standard" for robust research. 

It allows you to balance the deep, specific insights of your own investigation with the broad, established 

context of existing knowledge.  

 

4. FACTOR OF MOBILE DEVICE USERS’ SUSCEPTIBILITY 

Mobile phones contain records of calls that have been made, received, and missed. They may also contain 

other information such as address books, diaries, and text messages, and they may have the potential to store 

data in a manner similar to a computer. In fact, many of them can be connected to computers to “share” files, 

so the phone may, in fact, contain any of the types of information that you might find on a computer. A number 

of the phones are fully Internet capable and can be used for browsing, sending e-mail, and downloading. 

 

 
 

4.1. Image Showing Mobile Device Users’ Susceptibility to Phishing Attacks 

 

 

4.1. A mobile application (also called a mobile app) is a type of application designed to run on a mobile 

device, which can be a smartphone or tablet computer.  There are several categories of mobile applications 

such as Lifestyle, Social Media, Utility, Games/Entertainment, Productivity and News/Information. 

 

http://www.jaafr.org/
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4.2. At the heart of every efficient smartphone lies its processor. Think of it as the brain of your device. A 

robust processor like Snapdragon 7 or 8 ensures swift app launches, seamless multitasking, and smooth overall 

performance. Whether you're gaming, streaming, or handling productivity tasks, a powerful processor is the 

cornerstone for a responsive and enjoyable user experience. 

 

4.3. The smartphone with an optimized camera system is essential for capturing high-quality images, offering 

advanced features and settings that enhance photography capabilities and ensure better results in various 

lighting conditions. 

 

4.4. Few things are as frustrating as a smartphone running out of battery when you need it the most. A long-

lasting battery ensures your device can keep up with your day, providing ample power for work and play. 

Moreover, fast charging technology has become a game-changer, offering a quick energy boost in crucial 

moments, minimizing downtime, and keeping you connected without unnecessary delays. 
 

4.5. Attackers send SMSes containing links to phishing webpages or phishing applications which when 

accessed, ask for the personal information from the user (CAPEC, 2017). As compared to desktop users, 

mobile device users are at least three times more vulnerable to phishing attacks (Kessem, 2012) and the reason 

for this vulnerability is small screen size, lack of identity indicators, inconvenience of user input, switching 

between applications, habits and preferences of mobile device users. 

 

4.6. Mobile users who clicked on a mobile phishing link did so an average of six times per year, the data 

shows. The report is based on analysis of anonymous data from more than 67 million mobile devices protected 

by Lookout since 2011. 

 

 

5. DIAGRAM ANALYSIS  

Based on a review of studies on mobile device users’ susceptibility to phishing attacks, particularly those 

utilizing the Technology Threat Avoidance Theory, the diagram analysis typically demonstrates a structural 

relationship between perceived risk, motivation to avoid threats, and actual behavior. The diagram analysis 

indicates that while perceived threat severity acts as a protective shield, the increasing sophistication of 

mobile-specific attacks and AI-driven content generation creates a greater risk of high-severity compromises 

for unsuspecting Users. Phishing refers to a premeditated act that is employed as a deceptive tool to lure 

unwary users into giving out their personal information over the Internet. Often times, some mobile 

applications intentionally cause data leakage. When these applications are given broad access rights, both 

private and business information is transported to remote servers where it may be harvested by cybercriminals 

for all manners of evil activities. Diagram Showing two indicate factor ; 
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5.1. Factor Affectinf Mobile Users 

5.2. Risk Factor in Mobile Susceptibility to Phishing Attacks 
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5.2. Risk Factor in Mobile Susceptibility to Phishing Attacks 

 

6. CONCLUSION 

‘A Study of Mobile Device Users’ Susceptibility to Phishing Attacks’,  Conclud This research has examined 

The study intended to investigate mobile device users' susceptibility to phishing attacks and provide insights 

into reducing users' risky behavior. In today's modern era, if there is no complete information about 

technology, then perhaps digital crime may increase. Therefore, the information related to mobile and software 

should be available to all parties. The possibility of any phishing attack will increase, this is also a challenge. 

Parsus research and only consumer will have to fulfill the interest of mobile company, society and ethical 

liability. 
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